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Abstract:

Cloud computing provides services on demand to its users. The data storage is among one
of the basic services provided by the cloud computing. Cloud computing is the combination
of many existing technologies that have developed at different rates and in different
contexts. The main objective of cloud computing is to allow its users to take maximum
benefit from all these technologies. Most of the well known organizations are moving into
cloud because it allows the users to store their data on clouds and can access at anytime
from anywhere whenever needed. Cloud computing can play a pivotal role in any n
disaster whether natural or anthropogenic in the fields of education, health, business and
other allied sectors. The data from different users and business organizations are together
in cloud, there is a every possibility of data breaching in cloud environment by
transferring the data to the cloud, mainly the data owners shift the control of their data to
other person that may raise security breaches and threats. Many of times the Cloud
Service Provider (CSP) itself may corrupt the data illegally. As we know that the data
owners and servers are different identities, the paradigm of data storage brings up many
security concerns. An independent method is the order of the day in order to store the data
efficiently in to cloud storage server (CSS). In this paper, we will discuss the different
techniques and methods that are used to overcome the security concerns while storing the
data on cloud.

Keywords: Cloud computing, Data storage, CSS, CSP, Security Threats, Data Breaching.
INTRODUCTION

From the past decade or so, there has been a tremendous progress in Cloud Computing.

Cloud Computing delivers a exclusive and wide range of resources like computational
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power, computational platforms, data storage and applications to the users by the medium
of internet. With a large number of companies resorting to use exclusive resources in the
Cloud, there is a foremost necessity for protecting the data of users. Some major existing
and upcoming challenges that are being faced by Cloud Computing are  security,
protection and process the data which is the exclusive property of the user. Below, we have
mentioned in detail the two main states that hold the data is out in the Cloud: when the data
is in transition process and when the data is static, where the data is expected to be very
much secure. The below illustrated are the two main scenarios which we have mainly

focused to understand the security of the data in the Cloud.
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Figure 1.1 Unauthorized access of data between the network and Cloud

The above figure 1.1 describes a scenario where a local network is connected to a Cloud
network, in which some part of the network data is broken out from the local network and
placed in the Cloud, but the critical data resides in the local network itself. In this case, the
Cloud provider does not have any privilege of accessing the data physically which is in the
local network. But in some cases, the Cloud needs to access some information which is in
the local network, during that access; there exists a possibility of unauthorized access of
the local network resources. It describes the typical problem in network security where the
information can face active attacks and passive attacks. The active attacks include
masquerading, replay attack, modification of messages and denial of service. Passive
attacks include traffic analysis. These attacks are likely to happen when the stream of
information leaves the client network to the Cloud network.
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Figure 1.2 Unauthorized access of data within the Cloud

The above figure 1.2 describes the scenario where the total data of the local network
resides within the Cloud, where the local network and the authorized users can access their
data physically in the Cloud. At that instant of time, there exists a possibility for
unauthorized users to enter and access the data in the Cloud. In this situation, the virtual
machines are allotted to users of the Cloud. These machines have valid logins. However,
these logins can be abused and cracked. The data may also be accessed in other perverted
ways. Regarding this area of study, most of the research papers followed a normal
traditional literature survey method. Few papers gave an innovative idea and proposed a
security model. However, there are very few works, which considered the opinions of
various security experts in Cloud Computing. This study proposes that, reader gets the true
reflection of the security practices followed by various Cloud Computing companies in the
current era. There are very few papers which focus on the security techniques for specified
applications. In the increasingly prevalent cloud computing, datacenters play a
fundamental role as the major cloud infrastructure providers, such as Amazon, Google, and
Microsoft Azure. Datacenters provide the utility computing service to software service
providers who further provide the application service to end users through Internet. The
later service has long been called “Software as a Service (SaaS)”, and the former service
has recently been called “Infrastructure as a Service (IaaS)”, where the software service

provider is also referred to as cloud service provider. To take advantage of computing and
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storage resources provided by cloud infrastructure providers, data owners outsource more
and more data to the datacenters through cloud service providers, e.g., the online storage
service provider, which are not fully trusted by data owners. As a general data structure to
describe the relation between entities, the graph has been increasingly used to model
complicated structures and schema less data, such as the personal social network (the
social graph), the relational data base, For the protection of users’ privacy, these sensitive
data have to be encrypted before outsourcing to the cloud. Moreover, some data are
supposed to be shared among trusted partners to all organizations. There have been
publicized attacks on cloud computing providers and this paper discusses recommended
steps to handle cloud security, issues to clarify before adopting cloud computing, the need
for a governance strategy and good governance technology, cloud computing strengths,
weaknesses, analyzes the benefits and cloud computing information security management.

This paper has discussed some of the services being provided.

Cloud computing architecture

Cloud computing architecture refers to the components and subcomponents required
for cloud computing. These components typically consist of a front end platform (fat
client, thin client, mobile device), back end platforms (servers, storage), a cloud based
delivery, and a network (Internet, Intranet, Intercloud). Combined, these components make
up cloud computing architecture.

Cloud Computing architecture comprises of many cloud components, which are loosely

coupled. We can broadly divide the cloud architecture into two parts:

e Front End
e Back End
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Each of the ends is connected through a network, usually Internet. The following diagram

shows the graphical view of cloud computing architecture:

:I Front End

.............................................................

Back End

Front End

The front end refers to the client part of cloud computing system. It consists of interfaces

and applications that are required to access the cloud computing platforms, Example - Web
Browser.

Back End
The back End refers to the cloud itself. It consists of all the resources required to provide
cloud computing services. It comprises of huge data storage, virtual machines, security
mechanism, services, deployment models, servers, etc.
Note
o It is the responsibility of the back end to provide built-in security mechanism,
traffic control and protocols.
e The server employs certain protocols known as middleware, which help the
connected devices to communicate with each other.

Software as a service (SaaS)

The software-as-a-service (SaaS) service-model involves the cloud provider installing and
maintaining software in the cloud and users running the software from cloud over the
Internet (or Intranet). The users' client machines require no installation of any application-

specific software since cloud applications run in the cloud. SaaS is scalable, and system
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administrators may load the applications on several servers. In the past, each customer
would purchase and load their own copy of the application to each of their own servers, but
with the SaaS the customer can access the application without installing the software
locally. SaaS typically involves a monthly or annual fee.

Software as a service provides the equivalent of installed applications in the traditional

(non-cloud computing) delivery of applications.

Software as a service has four common approaches:

1. single instance

2. multi instance

3. multi-tenant

4. flex tenancy
Of these, flex tenancy is considered the most user adaptive SaaS paradigm in designated
multi-input four way manifold models. Such systems are based on simplified encryption
methods that target listed data sequences over multiple passes. The simplicity of this
concept makes flex tenancy SaaS popular among those without informatics processing

experience, such as basic maintenance and custodial staff in franchise businesses.

Development as a service (DaaS)

Development as a service is web based, community shared tool set. This is the equivalent
to locally installed development tools in the traditional (non-cloud computing) delivery of

development tools.

Data as a service (DaaS)

Data as a service is web based design construct where could data is accessed through a
defined API layer. DaaS services are often considered as a specialized subset of a Software

as a Service (SaaS) offering.
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Platform as a service (PaaS)

Platform as a service is cloud computing service which provides the users with application
platforms and databases as a service. This is equivalent to middleware in the traditional

(non-cloud computing) delivery of application platforms and databases.

Infrastructure as a service (laaS)

Infrastructure as a service is taking the physical hardware and going completely virtual
(e.g. all servers, networks, storage, and system management all existing in the cloud). This
is the equivalent to infrastructure and hardware in the traditional (non-cloud computing)
method running in the cloud. In other words, businesses pay a fee (monthly or annually) to
run virtual servers, networks, storage from the cloud. This will mitigate the need for a data

center, heating, cooling, and maintaining hardware at the local level.

THREATS IN CLOUD COMPUTING

With an estimated 70% of all organizations using the cloud, cloud security threats should
be a concern for every business. A 2017 study by CGI and Oxford Economics measured
the costs resulting from data breaches in the last five years at more than $50 billion,
according to a Fortune article.The cloud provides a flexible model for simplified IT
management, remote access, mobility, and cost-efficiency. But as more mission-critical
applications migrate to the cloud, data privacy and software security are growing
concerns.Moving web applications to the cloud does not make them inherently more
secure. Your organization might be ready to embrace the benefits of the cloud
infrastructure. But you must also ensure you address all the potential security risks in cloud
computing.Cloud computing provides many advantages, such as speed and efficiency via
dynamic scaling. But there are also a host of potential threats in cloud computing. These
cloud security threats include data breaches, human error, malicious insiders, account
hijacking, and DDoS attacks. In fact, a Ponemon Institute study indicated that overall, a
data breach was three times more likely to occur for businesses that use the cloud than for

those that don’t.Here’s a list of the 10 most critical cloud security threats you face. We’ve
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also described the steps you should take when choosing cloud computing technologies and

providers.
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1. Data breaches. The risk of a data breach is not unique to cloud computing, but it
consistently ranks as a top concern for cloud customers.

2. Human error. According toJay Heiser, research vice president at Gartner,
“Through 2020, 95% of cloud security failures will be the customer’s fault.”

3. Data loss with no backup. An accident or catastrophe can lead to the permanent

loss of customer data unless there are measures in place to back up that data.
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4. Insider threats. A recent research report noted, “53% of organizations surveyed
confirmed insider attacks against their organization.”

5. DDosS attacks. Distributed denial-of-service attacks pose significant risks to cloud
customers and providers, including lengthy service outages, reputational damage,
and exposure of customer data.

6. Insecure APIs. As the public “front door” to your application, an API is likely to
be the initial entry point for attackers. Use pen testing to uncover security
weaknesses in the APIs you use.

7. Exploits. The multitenancy nature of the cloud (where customers share computing
resources) means shared memory and resources may create new attack surfaces for
malicious actors.

8. Account hijacking. Using stolen credentials, attackers may gain access to critical
areas of cloud computing services, compromising the confidentiality, integrity, and
availability of those services.

9. Advanced persistent threats. Many advanced persistent threat groups not only
target cloud environments but use public cloud services to conduct their attacks.

10. Spectre & Meltdown. Attackers can exploit Meltdown to view data on virtual
servers hosted on the same hardware, potentially disastrous for cloud computing
hosts. Spectre is even worse—harder to exploit, but harder to fix too

CLOUD COMPUTATION IMPLEMENTATION GUIDELINES

Steps to Cloud Security

Edwards (2009) stated that, with the security risk and vulnerability in the enterprise cloud
computing that are being discovered enterprises that want to proceed with cloud computing
should, use the following steps to verify and understand cloud security provided by a cloud
provider:

Understand the cloud by realizing how the cloud's uniquely loose structure affects the
security of data sent into it. This can be done by having an in-depth understanding of how
cloud computing transmit and handles data.

Demand Transparency by making sure that the cloud provider can supply detailed
information on its security architecture and is willing to accept regular security audit. The

regular security audit should be from an independent body or federal agency. Reinforce
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Internal Security by making sure that the cloud provider's internal security technologies
and practices including firewalls and user access controls are very strong and can mesh
very well with the cloud security measures.

Consider the Legal Implications by knowing how the laws and regulations will affect what
you send into the cloud.

Pay attention by constantly monitoring any development or changes in the cloud
technologies and practices that may impact your data's security.

ISSUES TO CLARIFY BEFORE ADOPTING CLOUD COMPUTING

The world's leading information technology research and advisory company, has identified
seven security concerns that an enterprise cloud computing user should address with cloud
computing providers (Edwards, 2009) before adopting:

User Access. Ask providers for specific information on the hiring and oversight of
privileged administrators and the controls over their access to information. Major
Companies should demand and enforce their own hiring criteria for personnel that will
Operate heir cloud computing environments.

Regulatory Compliance. Make sure your provider is willing to submit to external Audits
and security certifications.

Data location. Enterprises should require that the cloud computing provider store and
process data in specific jurisdictions and should obey the privacy rules of those
Jurisdictions.

Data Segregation. Find out what is done to segregate your data, and ask for proof that
encryption schemes are deployed and are effective.

Disaster Recovery Verification. Know what will happen if disaster strikes by asking
whether your provider will be able to completely restore your data and service, and find
out how long it will take. Disaster Recovery. Ask the provider for a contractual
commitment to support specific types of investigations, such as the research involved in
the discovery phase of a lawsuit, and verify that the provider has successfully supported
such activities in the past. Without evidence, don't assume that it can do so.

Long-term Viability. Ask prospective providers how you would get your data back if they
were to fail or be acquired, and find out if the data would be in a format that you could

easily import into a replacement application.
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SOLUTION OF SECURITY ISSUES

Find Key Cloud Provider:- First solution is of finding the right cloud provider. Different
vendors have different cloud IT security and data management. A cloud vendor should be
well established, have experience, standards and regulation. So there is not any chance of
cloud vendor closing.

Clear Contract: Contract with cloud vendor should be clear. So if cloud vendor closes
before contract, enterprise can claim.

Recovery Facilities Cloud vendors should provide very good recovery facilities. So, if data
are fragmented or lost due to certain issues, they can be recovered and continuity of data
can be managed.

Better Enterprise Infrastructure Enterprise must have infrastructure which facilitates
installation and configuration of hardware components such as firewalls, routers, servers,
proxy servers and software such as operating system, thin clients, etc. Also should have
infrastructure which prevents from cyber attacks.

Use of Data Encryption for security purpose Developers should develop the application
which provides encrypted data for the security. So additional security from enterprise is not
required and all security burdens are placed on cloud vendor. IT leaders must define
strategy and key security elements to know where the data encryption is needed.

Prepare chart regarding data flow There should be a chart regarding the flow of data. So
the IT managers can have idea where the data is for all the times, where it is being stored
and where it is being shared. There should be total analysis of data.

CONCLUSION

Cloud computing is a combination of several key technologies that have evolved and
matured over the years. Cloud computing has a potential for cost savings to the enterprises
but the security risk are also enormous. Enterprise looking into cloud computing
technology as a way to cut down on cost and increase profitability should seriously analyze
the security risk of cloud computing. The strength of cloud computing in information risk
management is the ability to manage risk more effectively from a centralize point.

Although Cloud computing can be seen as a new phenomenon which is set to revolutionize
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the way we use the Internet, there is much to be cautious about. There are many new
technologies emerging at a rapid rate, each with technological advancements and with the
potential of making human’s lives easier. However, one must be very careful to understand
the security risks and challenges posed in utilizing these technologies. Cloud computing is
no exception. In this paper key security considerations and challenges which are currently
faced in the Cloud computing are highlighted. Cloud computing has the potential to
become a frontrunner in promoting a secure, virtual and economically viable IT solution in
the future. We tried to solve many issues. In our future work, we will include the

developing of testing of data flow and security in cloud computing.

FUTURE WORK

We are investigating in the cloud security management problem. Our objective is to block
the hole arise in the security management processes of the cloud consumers and the cloud
providers from adopting the cloud model. To be able to resolve such problem we need to
Capture different stakeholders security requirements from different perspectives and
different levels of details map security requirements to the cloud architecture, security
patterns and security enforcement mechanisms and Deliver feedback about the current
security status to the cloud providers and consumers. We propose to adopt an adaptive
model-based approach in tackling the cloud security management problem. Models will
help in the problem abstraction and the capturing of security requirements of different
stakeholders at different levels of details. Addictiveness will help in delivering an
integrated, dynamic and enforceable cloud security model. The feedback loop will measure
the security status to help improving the current cloud security model and keeping cloud

consumers aware with their assets’ security status (applying the trust but verify concept)
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